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  APEC Manual of Maritime Security Drills and Exercises for Port Facilities


	Drill
	D3-06

	Category
	Materials Handling

	Type
	Cargo

	Subject
	Cargo without proper seals

	Security Level
	1 or 2


INTRODUCTION

1. Shipping containers delivered to Port Facilities for embarkation on board ships are sealed for security of the contents, and against the possibility of contraband and other unauthorized items being included in the container. When a container is found to have a seal that has been tampered with or missing, suspicions must be raised as to the reason for the violation.

AIM
2. To enhance the proficiency of security staff in checking cargo and documentation for delivery into the port facility. 

OBJECTIVES
3. Security staff to screen the cargo and vehicle according to procedures in the PFSP.

DESIRED OUTCOMES

4. On completion of the drill, Port Facility security staff will be able to:

· Properly screen vehicle and cargo entering the Port Facility.

· Detect anomalies in cargo security measures.

RESOURCES

Personnel

5. Control Team

· Chief Controller – This can be the PFSO

· 2 x driver and 2 x deliveryman (if required)

6. Players

· Port Facility security staff. 

7. Safety Officer – The appointment of a safety officer for this drill should be considered.  However, it is not expected that safety would be of special concern during this drill.

Material

8. Goods screening equipment, if any, are in working condition.

9. The Chief Controller should arrange with freight forwarders for two empty steel ISO shipping containers, semi trailers and tractors to participate in the drill. 

10. Props

· 2 sets of complete documentation for delivery of the shipping containers

· 1 broken container seal

11. Communication

· For players – The existing communication infrastructure will be used. 

· For Controllers – Mobile phone as preferred means with walkie-talkie as back up. 

12. Others

· Refreshment or meals – if required

· Room for briefing and debriefing with computer, projector, screen and chairs

· Stationery for note taking 

Budget

13. Funding may be needed for the following:

· Employment of drivers and deliveryman

· Employment of the delivery vehicle

· Cost for false document and the broken seal 

· Refreshments for debrief.

· Reimbursement of expenses incurred by controllers or staff, if any. 

SCHEDULE OF EVENTS

14. Refer to Drill Announcement (or if there are changes, an updated Schedule can be posted here)

SCENARIO

15. Two tractors pulling a semi-trailer with steel ISO shipping containers have been targeted by smugglers en-route to the Port Facility. The drivers were kidnapped and substituted by gang members. The smugglers loaded contraband in the shipping containers but did not have the proper seals to secure the containers. 

TASKS

16. For Controllers:

a. Container 1 with the damaged seal to be driven into the port facility.  The broken seal should not be hidden or masked so as to facilitate the drill.  
b. Separately, the second container with a missing seal is to be driven into the port facility.

c. The Chief Controller will conduct the drill in accordance with the events listed in the Master Events List.

d. The Chief Controller should position himself at a suitable location to discreetly observe the proceedings.

e. The Safety Officer, if appointed, should follow the security staff as they carry the drills. 

17. For Players.  This drill will check security staff in the screening of cargo entering the Port Facility

MASTER EVENTS LIST

The timing of the drill is not critical. Expected response column is just a guide and should be substituted with existing standard operating procedure of port facility.
	S/N
	Time
	Event
	From
	To
	Means of Delivery
	Expected Response
	Remarks

	Date:
	DD/MM/YYYY

	001
	0900
	All participants in position
	
	
	
	
	

	002
	0905
	Drill commence
	Chief Controller
	All participants
	Walkie Talkie
	None
	“Drill Start”

	003
	0925
	Driver to attempt to enter port facility 
	Driver 1
	Security Staff
	Drive to port facility

	Did the security staff notice the damaged / missing seals? What actions were carried out?  Were the actions in accordance with procedures?
	Damaged seal

	004
	1015
	Driver to attempt to enter port facility 
	Driver 2
	Security Staff
	
	
	Without a seal.

	005
	1100
	Drill completed
	Chief Controller
	All participants
	Walkie Talkie
	Dispersal of personnel/ equipment 
	“Drill End”

	006
	1130
	Hot Wash
	Chief Controller
	All participants
	
	N/A
	


TERMINATION
18. The drill may be terminated under any one of the following conditions:

a. After either one of the vehicles has successfully entered the Port Facility premises without the broken/missing seals being detected.

OR

b. The broken/missing seals are detected by the security staff

OR

c. Upon the Chief Controller’s instruction.
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